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1. LOGGING INTO SYSTEM

The systemoperatordetermines theamefor logging irto the systemand the method of verifying the

identity of theuserwhenestablishinghe userin thesysem Whenlogging in thereforetick off the

appropriate means aluthenticatiorandfill in the requirednformation i.e..

1 In case that thassignednethod ofauthenticatioris au s e pagsword a user namend password
are entered fologging inas well as annitialization passwordset by thesysten operator After
logging inthe first time,a change of passwovdll be requested

1 In case the assigned method idigital signature, tick off the appropriate choi¢céype inthe use
log-in nameand confirm with OK. In the dialog box that appears, select the directory path to the
signaturecertificate andlogin by confirming with the SAftegnat L
clicking OK, theauthenticatiowill proceedand theuserwill be admittedto the system

1 Ifthe loginis by theus er 6 s sy, thenetha lognaisriee same athat for the operating
system (it i's sufficient just to tick off t
automatically.

[E] User's Login X

Marrne: I |

Select an authorization method

e |ser's Password I
" Digital Signature

£ User's syskerm narme

| Ik I Zancel




2. SETTING THE ENVIRONMENT i USERGS OPTIONS

Par ameters influencing the appl byeachuseMingrs behavi
working later with the applicatiom,t i s possi bl e t o cusiagtleenenuhe wuse
fiSysem- user 6s options. O

Here we may choose

1 Language of applicationi selectfrom the variants offerects =Czech en =English de =German

The used s | a n g u aappears sire fult aftargewly logging into the system by choosing
fiBank Newlog-in.o

1 Save environment settings at log@ff i when this option is ticked off, the properties regarding the
look of the application will be savesdter logging off from the application.

1 Automatic list-filling at window openingi normally, when opening a window of individual lists,
all thenodesare closed and the table is emptyil after selectinghe specifimode at which time
the data are fiéd intothe table

1 Savingpartnerswhen enteringpaymentsi dataregarding domestic and foreigartnesis stored
in a reference tabl@managed byses directly in the applicatiofselect'Display Reference
tables Domesti¢Foreign partnet$. When filling inapayment order forpacorrespondingableis
offeredin the form of dist of codeslIf the datarelating to anewpartner will be filled into the form
manually it is possilte to save the completed fomtirectly into the table of partnerhe possibility
for savingdepends upothe settings for this option, which include the follows®lections

e "After asking' i after insertinglata about apartnerinto the form, the application asks whetltiee

partrer ought to be saved this wayinto thedatabase

e "Without askindg T manuallyentereddataabout a newpartnemwill be savedautomaticallywithout

the need for confirmation by theser

e "Do not savei databasef partners will be managed only in tberresponding reference tahles

while dataenteredmanuallyinto aform will not be saved.

9 Limit number of rowsi Large quantifies of date thatewritten into tablesan substantially slow
t he appl i caltBybmitidgsthe pmber afdata ceoals, one carpreventunnecessary
calculation ofexcessive quantities dat. The valued means unlimited.

User Options El

Item | Walue |
Language =y}

Alternative help language

Save environment at logouk W

&uota Fill lisk on open v

Save partners After queskion

List items count limit

izet list items count -

Confirm application exik

Bank organizer node display template tdefault - depends on database content)
Bank list column display template {default - depends on database content)

K, I Zancel




3. RECEIVING BANKING INFORMA TION

Up-to-datebanking informations uploaded from thbankto the Gemini/CSapplication as it connects
to the bank

[E] Gemini Client Station
Bank | View BankProducty’ Document Record Swstem  Window  Help

[v i [ Cs Br (BB [Bs @B e S 2iB| 500

[

Publicbanking informations available to the general publie. also to allGeminilCSusers This
concerns, for example, foreign exchangegatgerest rates and thige. Confidential(meaningprivate
or secretbanking informations addressed only to specific clientsés. Belonging to this category are,
for exampleaccount balanceaccount statementstc Access to this category conditioned upon
assigning oficcessights which are defined for the entire client installatioithin an agreement with
the bank The systemoperatorassignsaccess rights to individual users



4. SYSTEM SECURITY

The ystem is protected against misuse:by

1. apassword fogaining access to the progrdseel.ogging intosysten).

2. apassword for authorizing paymerfitthe persorfor persongstated in the signature rules
connects) to thedocumentis, her or theidigital signaturés). Click on thegivendocument
select'Sign' from the"Document or pop-up menuor use theCtrl+S keystroke combinatiorA
dialog window wil be displayedn the upper part of which anedicatedsignature rulesalid for
thegivenaccount andhe total amount odrder To adda user signaturehoose a usdérom the
offered listandclick OK. Then in the next windowill in the passwordandfile pathto the
signature keynd againconfirm by clicking OK. In thissameway, all of the signatures are
attached to thdocumenthat are needed in accordance with the specified signature rules

Signatures of the document x|

Signature rules details:

E--é';ﬂz Signature rules
=5 T Limik 999999999, 00 CZK

E|t:u; Crder imparkant: Mo, rule no, 399

------ ﬁ User Machackows Petra (pekra)

Document bakal amounk; 1,00 C2K

Current signaktures:

Marme | Skatus | Certified | Signed ak |

hackowa Petra (petra)

Yau'te going ko sign (and aukharize) one ar more dacuments, Please I'a -
select GeminifCa user whose name you're going ko sign the E
document,

K I Cancel Transfer Format |

Private key loading x|

Your private key is passwaord protected, You need
ko supply filename where the key is stored and
decryption passward,

Kew pair name: pekra

Kew pair bype: Digital signature

Password:

|| Fa
Filename:

I petra Browse, .. |
ik, I Cancel




5. ENTERING PAYMENT ORDERS

DOMESTIC PAYMENTS

1. A payment ordecan becreated using thBView-Outgoingdocumers 0  nbg aliaking on the
fAddO i.con

[€] Gemini Client Station - [Dutgoing Documents]

=1
E% Bank View BankProducts Document Record System Window Help 18 x|
I Er Y Y2 1=
B X S e[S R

i Doc, ... | Bark. | Cwiner | Type | Item. .. | Amountl Account | Status T | Created
o\ s
4| | |
Outgoing Docu..l
=l

2.Un d ©OperafionGroup 6 g o tto afi Méndchapse theequiredtype of paymenbrderi
ADomestic paymenfgfor example Then,confirmthe choiceby clicking fiNexto

]

— Document Type

+_,a_|

=] Qperation Group =
-8 Money transfers

DPO: Domestic payments

----- % DPO_E=P: Express bulk domestic pagments

----- % IMHFO: Bulk In-houze payment arder in fargign curenc,

----- % SPDO_M: Standing arder creation [domestic payments]

----- % SPDO_g: Change or cancelation of standing payment ©

----- % SIPO0_M: Creating of a new permizzion to SIP0 collech
----- % FPO: Foreign payments

(R | I | T, x
4| | r

4 Zpet I DalEi » I Starno




3. From the list of accounts, selébhtaccount from which the givgaymentshould be rade and again
confirmby clickingfiNext 0

New document x|

Account

Account Murmber | Clearing Account Murmber | Aoco... | Account Mar

LF.

< £pét I Dal#i » I Starno

4. A written description of the docume(payment order being created) can be enteredhirto
ADes crTexpt if o whd dihlogobbx that appeai&his is for purposes of better orientatiand
therefore it is not obligatory to fill in this field@onfirm by clicking AiFinisho

x

Description T ext:

Iin'-.ﬂ:uiu:e rio. Fa6

[ Use document template:

| -~

£ £pét I D akondit I Starno




5.In thefiDomestic paymenés wi nd ow t hdidk onrthe iworfiCneatenesire c or d s . 0O

[€] Gemini Client Station - [>1113: invoice no.756] = |ﬁ' |1|
Bank View BankProducts Document Record Swstem  Mindow Help _|ﬁ'|1|

I Y 1 M=)

| v 5 | Es B

AOTOIFE ||k @KD

Domestic ments
Ordering account: Account name;
I 000000 3060032470 IMAEHACKDW& PETRi& Change account |
Itern | Status | Acc.Ref. | Amount | Walue Date | Benef Acc. | Benef. M ame | ar.gpum. | Corzt.gym. | Spec.zym.
| | ol
I 1] Papments @I 0,00 CZK Change walue date Change pricrity |

Dutgaing Documents >1113: invoice no. 756 |

[ ow [
6. Fill in the required information for domestigpaymentorderand click on thefi S a buttan
[€] Gemini Client Station - [>1113: invoice no.756:2] =181
"l Bark Miew BarkProducts Document Record  Swstern Window  Help =171
Eek b adesazm s
™ 12 | Es Br

Domestic payment order

— Ordering Cust Beneficiany
Account number Currency | Prefix Account numb  Bank

000000 3080032470 | [cz | |[oooooo |=[1111111111 |ffoeon @0 ank|

Account name Mame and address 2 Partner |
[MACHACKOWA PETRA |ABC spedice |

~ payment
Amount Currency ‘“ariabile =ymbol Conztant symbol Specific symbal
| 44400|cz | [ ooooroaase| | | -] 0132456789

Pelaturity clate Aclvice

05.08.2010] €8

ftem numker ; 1

L] Previousl [t ’l = [[!

Identification: 302040401; Sersion: 1.0.1.0

Outgoing Documents »>1113: invoice no. 756 j »1113: invoice no. 756

N T



7.1 f Name andi addregé the Beneficiarfield wasfilled in the application alloeyou tosavethe
payment recipient nt o t h ea m {T mwhéresit wadl be easily found fasing inthe next
payment order

GeminiClientStation |

\ ? ) Save partner ‘BBC spedice’ ka table of partners @

Ano Me |

8. After savingtheorderthe form is cleared arafterwards iis possible to filin anothempaymentorder.
If noadditionalordes are to be preparedlick on thefi C | doatterd

[£] Gemini Client Station - [1113: invoice no.756:2] = Iﬁl Iil
" Bank View BankProducts Document Record System  Window Help _Iﬁllil
FIEEIEIEE R Y 2 =)

™ i | Es Br

Domestic payment order

af VOLKSBANK |

— Ordering Cust Beneficiany
Accourt number Currency | Prefix: Accourt numb - Bank

000000 3080032470 | [cz< | (M |- || | Bl Bank]

Account name Mame and address Partner
[MACHACKOWA PETRA | |l |

Currency ‘“ariabile =ymbol Conztant symeol Specific symbol
oofcz || | | | =l

Paturity clate Alvice

05.08.2010] B

ftem numker ; 2

4 Pre\riousl o]t ’l =

Identification: 302040401; Sersion: 1.0.1.0

Outgoing Documentsl »>1113: invoice no. 756 : 31113: invoice no. 756

[ o [



9. A list of orders that have been filled out and saved is visibleéiDomesticpaymentd window.
Afterwards, the window must be closeddy i cki ng t he

[€] Gemini Client Station - [>1113: invoice no.756]

AXxXo0 in the upper

_[&]x]
Bank Wiew BankProducts Document Record Swsterm  Window Help =
FIEEEE Y Y T =)
| i | s Br|
BOTOBE @ &Kk /
Domestic payments
Ordering account: Account name:
I 000000 2060032470 IMﬂEH.{\CKDVﬁ PETR& Change account |
Acc.Fef. Benef Acc. Benef .M ame
i 00000011 11111111/0800 4|

< | ol
I 1 Papments @I 444,00 CZK Change walue date Change pricrity |

Outgoing Documents >1112: invoice no. 756 |

[ o[

10. Thiscreatespay ment or de rOutgoimgdacumers wihdhe statusEDITIO Before

sendingt off to the bak, it is necessary to authorize thielerusingt h muibbérs t a mgn or
fiPrepardor sending).

[&] Gemini Client Station - [Outgoing Documents]

_18]x]
Bank Wiews Bank Products Document Record  Swstem  indow  Help _|ﬁ'|1|
FIEEIEIEE TR YY1 )
| 1 | s Brl

B X 0B sl 9| BT 5 W
8 I N

Ikemns count
Qukgaing documeh& a

< J 4]

| ]
Outgoing Documents I

[ e [
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11.In the following window s it is necessary to choose thigerwho will authorize thgpayment order
andthenconfirmit by clickingiOK. 0

Signatures of the document x|

Signature rules details:

E--é';ﬂz Signature rules
=5 T Limik 999999999, 00 CZK

E|t:u; Crder imparkant: Mo, rule no, 399

------ ﬁ User Machackows Petra (pekra)

Document bakal amount; 204,00 CZE

Current signaktures:

Marme | Skatus | Certified | Signed ak |

Yau'te going ko sign (and aukharize) one ar more dacuments, Please -
select GeminifCa user whose name you're going ko sign the ol
document,

K I Cancel Transfer Format |

hackowa Petra (petra)

12.The user Bters his or heauthorizatiorpassword into th&Password field.

Private key loading x|

Your private key is passwaord protected, You need
ko supply filename where the key is stored and
decryption password,

key pair name: petra

key pair bype: Digital signakure
Passwiord:

Filename:

I Z:1Program Files\BSC PrahalzeminitGCSipetra.rsa Browse. .. |
Ok, I Cancel |

11



13.If the passwordhas been entered correctiiye status of the order changes fiaEDITO to
AREADY.0 The ordeiis authorizedand readyfor sendingo thebank By clicking ontheicom Connect

t o b a rcénnectiort tditlee bank carried out and thauthorizedbrderis sent
[ Gemini Client Station - [Outgoing Documents] ;Iilil
Bank ‘iew BankProducts | Document Record System indow Help == x|

FEIEEEEEEY YT L)

&2 |Es.‘.“r|
N I LIS
A

Outgoing documents

< Jl]4] |

Outgoing Documents I

[ e [

14. After completing the connection to the bank, tbenmunicatoshould be closed

E% Gemini/HB Client Communicator =] x|
— Connection control
Canneckion ba: Select. .. | COMMECT | |
Use channel: I Channel "WBCZ analog' on this compu Disconmesk |
Documents bo send: —Zonnection with bank,
Do, | Twpe | Descripkion Bank: Diwvisian Server
| vBCz | BRMGHL GHT:5.3.3.4
Canneckian Durakion:
( ool [1z:51:20PM | 0125
Received documents: Documents received by bank:
Do, | Twpe | Skatus ;I Do, | Type | Descripkion
4239 REPORT STORED 290 [Se] t-robile
4240 REPORT STORED
4241 REPCORT STORED ~
1] | AR | H©
— Connection progress - details
| Ackion)stake I il
~ Doc, 4240: Document processed successully,
~ Doc, 4241: Document processed successully,
~ Documents processing successfuly done, j
-
Close |

12



15. After closingthecommunicatoin thefi @Qtgoing documents w i npoesswhd-5keyor click on
theiconf or A Rispfayee dat® The information in théStatu® f i el d wi | | be moc
theuseras to the status of the particular order

AN
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